
But where the call is a court’s to 
make, it becomes important to know 
which considerations can prompt a 
judge to decide that a line of prece-
dent should have an endpoint. These 
considerations (and the endpoints 
they favor) vary from judge to judge, 
but two recent lines of cases — one 
from the U.S. Supreme Court and 
one from the California Supreme 
Court — illustrate the most common 
of these considerations.

The federal high court started a 

new line of precedent with Crawford 
v. Washington, 541 U.S. 36 (2004). 
Crawford overturned the prior, 
reliability-focused paradigm for in-
terpreting the Sixth Amendment’s 
confrontation clause embodied in 
Ohio v. Roberts, 448 U.S. 56 (1980), 
and in its place adopted a confronta-
tion-focused paradigm. Crawford 
held that the Framers, when draft-
ing the confrontation clause, meant 
what they said and said what they 
meant: Confrontation (of a witness 
making a “testimonial” statement) 

is required (almost) 100 percent 
of the time. (It is not exactly 100 
percent because confrontation is 
not required for “testimonial” state-
ments that are dying declarations, 
Crawford at 56 n.6, or that are made 
by declarants the defendant killed 
with the intent to preclude their 
testimony, Giles v. California, 554 
U.S. 353 (2008).)

Crawford itself examined how the 
confrontation clause applied to a 
complicit witness’ oral statements to 
police. As the court has considered 
how Crawford applies to scientific lab 
reports and expert testimony relying 
on such reports, members of Craw-
ford’s seven-justice majority — most 
notably, Justices Anthony Kennedy 
and Steven Breyer — parted ways 
with Crawford’s architects on the 
wisdom of extending Crawford into 
these new areas. In his concurring 
opinion in Williams v. Illinois, 132 S. 
Ct. 2221 (2012), Breyer observed that 
Crawford’s doctrinally pure insistence 
on confrontation had “no logical stop-
ping place” and, if mechanically 
applied to the preparation of scien-
tific evidence, ostensibly required 
the prosecution to call as witnesses 
every one of the 12 or more lab techs 
who typically participate in generat-
ing a DNA profile; to Breyer, this 
counseled against Crawford’s exten-
sion. Id. at 2246-50. Kennedy raised 
similar concerns in his four-Justice 
dissents in Melendez-Diaz v. Massa-
chusetts, 557 U.S. 305, 332-33 (2009), 
and Bullcoming v. New Mexico, 131 S. 
Ct. 2705, 2726 (2011). Breyer com-
mented that a flat rule conditioning 
admission of a scientific report on its 
author’s availability for cross-exami-
nation could also result in the loss of 

otherwise reliable evidence, such as 
when a coroner who performed an 
autopsy on a decades-old “cold case” 
has died. Williams at 2251.

The California Supreme Court 
in People v. Tom, 59 Cal. 4th 1210 
(2014), split over whether to extend 
the “general rule” hinging the pro-
tection of the privilege against self-
incrimination on its invocation to 
persons who have been arrested, but 
not yet interrogated. Richard Tom 
was arrested after his car collided 
into another car, killing one of its 
passengers (an 8-year-old girl), and 
after he failed field sobriety tests. At 
his trial on vehicular manslaughter 
and DUI charges, the prosecutor 
used Tom’s post-arrest silence 
— and, in particular, his failure to 
inquire about the well-being of the 
other car’s occupants — as substan-
tive evidence of his guilt.

The majority in Tom held that 
two lines of precedent allowing the 
prosecutor to use a suspect’s silence 
against him unless he invoked the 
privilege should be extended to 
a suspect in Tom’s situation. The 
most recent entry in the first line 
of precedent authorized the pros-
ecution to use a suspect’s pre-arrest 
silence as substantive evidence of 
guilt unless the defendant invoked 
the privilege. Salinas v. Texas, 133 
S. Ct. 2174, 2180, 2184-85 (2013) 
(plurality opinion). The second line 
had long allowed the prosecution to 
use a suspect’s post-arrest, but pre-
Miranda silence as impeachment 
evidence if the suspect testified 
(again, ostensibly unless the suspect 
invoked the privilege). Fletcher v. 
Weir, 455 U.S. 603, 607 (1982). The 
majority took the next step in each 

line when it held that the prosecu-
tor could use Tom’s post-arrest, but 
pre-Miranda silence as substantive 
evidence of Tom’s guilt because Tom 
never invoked the privilege.

Dissenting, Justice Goodwin Liu 
would not have extended either line 
of precedent. In his view, Salinas’ 
rule requiring invocation of the 
privilege in the pre-arrest context 
should not be extended into the post-
arrest context because the “accusa-
tory nature of an arrest” pressures 
a suspect to speak when his silence 
can later be admitted as substantive 
evidence of his guilt — whether or 
not he is also being interrogated. Id. 
at 1246-47. Similarly, Fletcher ’s rule 
allowing post-arrest silence for im-
peachment should not be extended to 
reach to a suspect who never opened 
himself up to impeachment by testi-
fying. Id. at 1245.

Liu cited several reasons for 
declining to extend the invocation 
requirement embodied in both lines 
of precedent to suspects like Tom. 
Doing so, he wrote, was inconsistent 
with “commonsense expectations” 
because most people (including the 
subset of people who may become 
suspects in the future) would think 
that remaining silent was an invoca-
tion of the right to remain silent. It 
was also impractical because the 
majority’s rule would obligate sus-
pects to “blurt out,” “I don’t want to 
talk for Fifth Amendment reasons,” 
even if no one was questioning them. 
Id. at 1241-42, 1254.

So what moved these justices 
to say, “Enough is enough” and to 
refuse to join their colleagues in ex-
tending precedent into a new area? 

At least four considerations appear 
in these dissents:

(1) Will extending the precedent 
lead to impracticalities? Justices Ken-
nedy and Breyer found it impractical 
to call 12 witnesses to admit a DNA 
report; Justice Liu questioned the 
practicality of requiring a suspect to 
spontaneously proclaim why he was 
remaining silent.

(2) Will extending the precedent 
clash with how people act (and react) 
in the real world? Liu noted how 
most people would think silence is 

synonymous with an unwillingness 
to talk.

(3) Will extending the precedent 
impair the accuracy of verdicts? 
Kennedy and Breyer were worried 
that strict adherence to Crawford 
might result in the exclusion of 
reliable evidence (such as autopsy 
reports written by now-dead coro-
ners).

(4) Will extending the precedent 
make the law less predictable? Kenne-
dy expressed concern that “wooden 
application” of Crawford ’s definition 
of “testimonial” statements would 
make it impossible to “predict the 
future applications” of Crawford ’s 
doctrine. Melendez-Diaz at 337.

The scope of Crawford and the 
Fifth Amendment’s “invocation 
rule” are still very much in play. 
The U.S. Supreme Court’s Craw-
ford precedent is splintered, and 
Tom conflicts with 9th U.S. Cir-
cuit Court of Appeals precedent 
on this issue. See United States 
v. Velarde-Gomez, 269 F.3d 1023, 
1030-33 (9th Cir. 2001). If and 
when the U.S. Supreme Court 
revisits Crawford and takes up 
the issue in Tom, it will decide 
whether and where to end these 
lines of precedent and, perhaps 
just as importantly, why.

Brian M. Hoffstadt is an associ-
ate justice of the California Court of 
Appeal.

By Amitai Etzioni

T ech companies are 
increasingly adopting 
what I call “ultimate 
encryption” (UE), en-

cryption schemes that allow only 
the sender and the receiver of the 
communication to decrypt the 
message. Hence, tech companies 
are unable to comply when the 
authorities present a search war-
rant, based on the government 
having provided a sufficient level 
of particularized suspicion. Such 
a scheme is also provided by tech 
companies for select forms of stor-
ing information. 

Beginning in 2014, Apple and 
Google moved to encrypt their 
customers’ stored data in this 
way by default. This is the case 
for Apple’s laptop and desktop 
computers, for which Apple’s Yo-
semite operating system encrypts 
the contents of a computer’s hard 
drive by default, as well as all 
data stored on the iPhone. UE 
is provided for communications 
and transactions, by the Face-
book-owned messaging service 
Whatsapp, Apple messaging ser-
vice iMessage, and Apple video-
calling service Facetime. Yahoo 
and Google are likewise moving 
to adapt UE encryption for their 
popular email services. Others 
are very likely to follow.

As a result, these information 
databases and flows are extreme-
ly private. Indeed, if users forget 
their passwords, the tech com-
panies are unable to help them 
regain access to the information. 
UE makes it much more difficult 
for the public authorities, such as 
the NSA and FBI, to obtain this 

information pursuant to lawful 
authority. In Apple’s own words, 
“we wouldn’t be able to comply 
with a wiretap order even if we 
wanted to.”   

While the Stored Communica-
tions Act requires that companies 
provide access to law enforce-
ment data that they do store, the 
widespread introduction of UE is 
possible because companies are 
not obligated to store the data in 
the first place. The U.S. does not 
have mandatory data retention 
laws, meaning that companies 
are under no legal obligation to 
archive their customers’ activi-
ties for possible law enforcement 
access. 

Public authorities have ex-
pressed alarm about these de-
velopments. FBI Director James 

Comey, for example, warned in a 
speech at the Brookings Institute 
last year that “encryption threat-
ens to lead all of us to a very dark 
place,” as the “recent default en-
cryption settings and encrypted 
devices and networks, [that is, 
UE] will have very serious con-
sequences for law enforcement 
and national security agencies 
at all levels.” In Comey’s words, 
“It’s the equivalent of a closet that 
can’t be opened. A safe that can’t 
be cracked.” 

As a liberal communitarian, I 
assume that the nation faces two 
fully legitimate normative and 
legal claims — national security 
and individual privacy — and that 
neither can be maximized. It fol-
lows that some balance must be 
worked out between the conflict-

ing claims. The Fourth Amend-
ment provides an important text 
for the liberal communitarian 
position when it states that “[t]he 
right of the people to be secure 
in their persons, houses, papers, 
and effects, against unreasonable 
searches and seizures, shall not 
be violated.” By banning only 
unreasonable searches and sei-
zures, it recognizes that there 
are reasonable ones — those that 
serve the public interest. And it 
provides a mechanism for ruling 
what is reasonable: “no warrants 
shall issue, but upon probable 
cause.” But what we face now is 
preventing the government from 
doing a search — even if the 
courts fully authorized it.

One may grant that the intro-
duction of UE is taking place at 

a time of somewhat heightened 
security risks, due to the rise of 
the Islamic State, but still won-
der what the implications are 
for private actors, such as Apple 
and Google, that are introduc-
ing UE. The Constitution guides 
us in determining whether the 
government is acting reasonably, 
which searches it may carry out 
legally, and which are banned. 
The Constitution does not hold 
that private actors have to enable 
the government to carry out rea-
sonable searches. However, if we 
reflect on the challenge at hand in 
normative terms, this observation 
suggests that the nation can find 
itself in a dilemma in which it is 
heads you win, tails, I lose.  

Such a position defies any no-
tion of reasonable balance. It is up 

to legal scholars to find grounds 
UE could be curbed. As far as I 
am concerned it should be de-
clared an inherently dangerous 
product and a tool used for the ob-
struction of justice. There might 
well be other grounds, but we 
should not let the private sector 
blind public authorities — when 
the government fully abides by 
the constitution and gains a fully 
legal right to search a communi-
cations or data base.

Amitai Etzioni is a university pro-
fessor at The George Washington 
University. His book “Privacy in a 
Cyber Age: Policy and Practice” was 
released by Palgrave on June 17. For 
more discussion on this topic, please 
visit: http://papers.ssrn.com/sol3/
papers.cfm?abstract_id=2605153   
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By Linda S. Klibanow

T wo cases came down in 
California June 9, one in 
state court, and one in 
federal court, each com-

prising an additional segment of the 
ongoing PAGA saga.

In Williams v. Superior Court, 2015 
DJDAR 6365 (June 9, 2015), the 2nd 
District Court of Appeal reversed 
a trial court order of requested 
alternative relief in a single-cause 
PAGA action “splitting” such repre-
sentative action into an arbitration 
of a “threshold” question whether 
Williams was factually and legally 
“an ‘aggrieved’ person” under PAGA 
who suffered Labor Code violations, 
while declining to compel arbitration 
as to whether any other employee 
was an “aggrieved employee.”

The petitioner had filed a single-
count representative action pursuant 
to the Private Attorneys General Act. 
Petitioner alleged that real party in 
interest Pinkerton Governmental 
Services Inc. violated various provi-
sions of the California Labor Code. 
Pinkerton responded by moving to 
enforce Williams’ waiver of his right 
to assert a representative PAGA ac-
tion or “alternatively, for an order 
staying the PAGA claim but sending 
the “individual claim” that Williams 
had been subjected to Labor Code 
violations to arbitration pursuant to 
a written agreement. When the trial 
court denied the motion to enforce 
the waiver but granted the alterna-
tive relief, Williams petitioned for 
the writ.

In granting the writ, the Court 
of Appeal noted the trial court’s 
failure to cite any legal authority 
“for its determination that a single 
representative action may be split 
in such a manner,” that Pinkerton 
failed to identify such a caseholding, 
and that the court itself had located 
none. The court also cited the ruling 
in Reyes v. Macy’s, 202 Cal. App. 4th 
1119 (2011), that a PAGA claim may 
not be brought solely on behalf of 
the plaintiff employee, as suggesting 
that a single representative PAGA 
claim “cannot be split into an arbi-
trable individual claim and a nonar-
bitrable representative claim.”

The Williams court identified the 
issue before it as concerning “the 
applicability of Iskanian [Iskanian 
v. CLS Transportation Los Angeles 
LLC, 59 Cal. 4th 348 (2014)] to cases 
where a plaintiff who agreed to arbi-
trate Labor Code violations and to 
waive the right to bring a represen-
tative action in any forum asserts a 
single cause of action under PAGA.” 

In the seminal Iskanian case, 
where the plaintiff asserted indi-
vidual, class and PAGA claims for 
alleged violations of the Labor Code 
and unfair competition law, the 
state Supreme Court held that the 
individual claims were subject to 
arbitration, the class action waiver 
was valid, but the employee’s right 
to bring a PAGA action was unwaiv-
able, hence, the purported waiver 
was unenforceable. Pinkerton at-
tempted to distinguish Iskanian on 
the grounds that the PAGA waiver 
was not a condition of employment 
but rather allowed an opt out without 
adverse consequences; the Court of 

Appeal found this same argument 
had been raised and properly re-
jected in Securitas Security Services 
USA Inc. v. Sup. Ct., 234 Cal. App. 
4th 1109 (2015). The court held that, 
pursuant to Securitas and Gombiner 
v. Swartz, 167 Cal. App. 4th 1365, 
1372 (2008), “an employee may not 
voluntarily waive the advantages of 
a law intended solely for the employ-
ee’s benefit, if doing so would be con-
trary to public policy.” The court also 
rejected Pinkerton’s contention that 
the instant action fell “within the 
exception for voluntary postdispute 
waivers,” noting that the plaintiff 
had limited his request for PAGA 
penalties to a period subsequent 
to his execution of the arbitration 
agreement.

Williams is demonstrative of the 
plaintiff bar’s ongoing recourse to 
circumvent the widening scope of 
mandatory arbitration, and the state 
courts’ adherence to Iskanian, at 
least pending eventual U.S. Supreme 
Court seizure of the issue, whether 
Iskanian is contrary to and preempt-
ed by the Federal Arbitration Act.

In the Northern District of Califor-
nia, in consolidated cases, Mohamed 
v. Uber Technologies Inc. and Gillette 
v. Uber Technologies, 14-5200 (June 
9, 2015), U.S. District Judge Edward 
Chen denied defendants’ motions 
to compel arbitration, finding that 
PAGA waivers in the arbitration 
agreements were “substantively 
unconscionable and void as a mat-
ter of California law” and further 
finding that defendant failed to show 
that the FAA preempts the Iskanian 
anti-waiver rule. Since the contracts 
expressly stated that the PAGA 
waiver was not to be severed from 
the remainder of the agreement, 
the district court struck the entire 
arbitration clause.

Both Mohamed and Gillette 
brought putative class claims, Mo-
hamed alleging, inter alia, claims 
under the Fair Credit Reporting 
Act, the California Consumer Credit 
Reporting Agencies Act, and the 
Massachusetts Consumer Report-
ing Act; and Gillette alleging, inter 
alia, claims under the FCRA and the 
PAGA pertaining to alleged Labor 
Code violations including willful 
misclassification of its drivers as 
independent contractors rather than 
employees. Uber sought to compel 
individual arbitration of all claims 
brought by Mohamed and Gillette.

Against the plaintiffs, the district 
court found that the plaintiffs validly 
assented to be bound to the terms 
of the respective arbitration agree-
ments. Against the defendants, the 
court found that delegation clauses 
purporting to reserve adjudication 
of validity and enforceability of the 
contracts’ arbitration provisions to 
an arbitrator, were ambiguous in 
context of the contracts as a whole 
and therefore unenforceable. The 
court also found that the arbitration 
provisions in the respective con-
tracts at issue were both procedural-
ly and substantively unconscionable, 
hence, unenforceable as a matter of 
California law.

Relying upon Iskanian and the 
state Supreme Court’s earlier PAGA 
decision in Arias v. Superior Court, 
46 Cal. 4th 969 (2009), the district 
court held that, unlike “class actions 

and other suits in which a private 
plaintiff seeks relief on behalf of 
himself, fellow class members, or 
even the public,” a PAGA claim 
“’functions as a substitute for an 
action brought by the government 
itself.’” Thus, according to the court, 
pursuant to Iskanian analysis, the 
real party in interest in any PAGA 
claim is the state of California, 
whereas the FAA’s focus is upon 
private disputes.

The court also noted Iskanian’s 
“suggestion” that preemption was 
lacking as well “because principles 
of federalism counsel against find-
ing preemption of state laws dealing 
with matters traditionally within 
a state’s police power unless Con-
gress’s intent to preempt such laws 
was ‘clear and manifest,’” which the 
Iskanian majority did not discern in 
the FAA. Thus, while noting the FAA 
preemption issue to be a matter of 
federal law such that Iskanian’s hold-
ing on the point was not binding, the 
court found Iskanian’s discussion of 
preemption “persuasive” as to both 
of its rationales: (i) that the FAA ap-
plies only to “private disputes” and 
(ii) that the FAA expresses no clear 
and manifest intent to preempt laws 
such as PAGA that “come within the 
broad authority of the state’s police 
powers.” 

Alluding to the U.S. Supreme 
Court’s Concepcion decision (AT&T 
Mobility LLC v. Concepcion, 563 U.S. 
321 (2011)), the district court cited 
an additional rationale supporting 
its holding, that is, that “litigating 
PAGA claims in arbitration would 
not ‘undermine the fundamental at-
tributes of arbitration’ by imposing 
complicated or formal procedural 
requirements on arbitrators.” The 
court found that Uber had not 
“sufficiently established that rep-
resentative PAGA claims cannot 
be adjudicated in arbitration in 
a speedy and informal manner,” 
particularly inasmuch as the due 
process-related procedural require-
ments of formal class actions do not 
pertain.

The Mohamed and Gillette “Uber” 
cases demonstrate a split among the 
district courts as to FAA preemption 
of the Iskanian anti-waiver rule, 
which likely may persist until the 
9th U.S. Circuit Court of Appeals 
rules in Sakkab v. Luxottica Retail N. 
Am., 13-55184.

Linda S. Klibanow is a labor and 
employment attorney, mediator and 
arbitrator in Pasadena.

PAGA saga persists in
state and federal courts

LINDA KLIBANOW
Labor and employment attorney
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